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Abstract: Signcryption is a cryptographic technique that provides both confidentiality and authenticity of data
during public transmission in many modern applications like Internet -of -Things (1oT), Wireless Sensor Networks
(WSNSs) etc. The functionalities of encryption and Signature can achieve simultaneously through the signcryption
with lower computational cost and communication overheads than those of traditional sign-then-encrypt approach.
Many signcryption schemes have been constructed by various researchers in different cryptographic frameworks.
Certificateless cryptography is one of the recent public key cryptography which eliminates the key escrow problem
and complex certificate management problemsin identity based cryptography and traditional public key
cryptography respectively. Providing the security and efficiency in many modern applications including 10T and
WSNs is a crucial task. In this paper, we proposed new signcryption scheme in certificateless cryptography. This
scheme supports the property of public verifiability and is secure against various types of adversaries in the random
oracle model with the assumption that the Computational Diffie-Hellman Problem (CDHP) and the Elliptic Curve
Discrete Logarithmic Problems (ECDLP) are hard. Due to pairing-free environment the proposed scheme is
computationally more efficient than the existing public verifiable signcryption schemes.
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1. INTRODUCTION

Nowadays, secure communication between smart devices or entities is most important in
manymodern applications such as Internet of Things (IoT), Wireless medical sensor networks
etc. From the security point of view, the authenticity and confidentiality of data are the two
critical security requirements [1] in many of these applications. Cryptography provides a solution
to theses security requirements and there are several research works been carried out[2,3,4].
Signcryption is a cryptographic technique that enables both confidentiality and authenticity of
data during public transmission. Signcryption can provide both the functions of public key
encryption and digital signature in a logical single step at a significantly lower cost compared to
traditional signature then-encryption methods. Therefore, the design of efficient and secure
signcryption schemes is necessary in many applications.

Many signcryption schemes have been proposed in PKI and ID-based settings [5, 6].
However, traditional public key cryptosystems based on the public key infrastructure (PKI) are
not suitable for many applications because of the computing loads in authenticating long random
public keys. While PKI has widely been accepted in e-commerce applications over the Internet
in recent years, a trustworthy certificate authority (CA) is required to issue a certificate for a
public key and its holder’s identity such that this relation is guaranteed with CA’s digital
signature. However, for many application devices with low computing capacity and limited
storage, the computation and storage costs incurred by PKI is unfavorable. To eliminate the
problems in traditional PKC, Shamir [7]introduced the concept of Identity based cryptography
(IBC). In IBC, the public key of a user is simply his/her identity information and the
corresponding private key is generated by a trusted private key generator (PKG) that holds the
system’s master secret key. Many cryptographic schemes have been proposed in ID-based frame
works to protect data transmitted over network systems. However, the key escrow problem is the
inherent problem in IBC schemes. To overcome this problem Al-Riyami and Paterson [8]
introduced new paradigm of Certificate Less Public key Cryptography (CL-PKC) in 2003. In this
new paradigm, the private key generator (PKG) generates partial public and private keys for
usersby using their unique identities and users set their secret value by randomly choosing and
also set their full private key and public key. Therefore without involvement of PKG, user

generates full private key and public key from their identities and random values. Thus, CL-PKC
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can successfully resolve the key escrow problem and also eliminate the certificate management
problem in traditional PKI.

In 1997, Zhang [9] proposed the first signcryption scheme by combining the digital signature
and encryption functionalities simultaneously in a single logical step. Since then many
signcryption schemes have been proposed in PKI [5], ID-based [6] and CL-based settings [7,
10]. But many of these schemes are designed using bilinear pairings over elliptic curve
cryptography. The computational cost of bilinear pairings is approximately 20 times higher than
that of scalar multiplication [11, 12]. Hence the design of signcryption schemes without using
pairings is desirable. In this direction, Barreto et al. [13] proposed the first CLSC scheme
from(without) bilinear pairingsin 2008.Later on many works came on security and efficiency of
CLSC schemes without bilinear pairings. In 2010, Selvi et al. [14] proved that the Barreto et
al.[13] scheme is not secure against type-l adversary and proposed a signcryption scheme
without pairings. Later Xie etal. [15] proposed a certificate less signcryption scheme. To improve
the performance of Xie etal. [15], Li etal. [16],Liu etal. [17] and Jing etal. [18] proposed CLSC
schemes without pairings. ButHe etal.[19], Shi etal. [20] pointed the insecurity ofLiu et al. [17],
Jing etal. [18] against type-1 adversary. But Shi et al. [20] scheme also not secure and it is proved
by Liling Cao et al. [21]. Huang etal. [22] described that Zhu etal. [23] scheme is not secure
against CCA attack and key replacementattack. Xi-Jun etal. [24] and Zhang etal. [25] proved that
Yu etal. [26] CLSC scheme doesn’t provides authenticity and confidentiality. Later F. Li et al.
[3], Lui Cui et al. [27] and Gao etal. [28] are also proposed CLSC schemes without pairings.Thus
many existing signcryption schemes are not efficient and also not secure and most of these
schemes are not public verifiable.

The public verifiability property allows any third party to verify the validity of cipher text
without knowing the message and receivers private key. This property plays a vital role in
practical applications like access control systems, Mobile ad hoc network etc. However, F. Li et
al. [3], Lui Cui et al. [27] are the only two signcryption schemes, which satisfies the public
verifiable property, appeared in the literature. But the schemes F. Li et al. [3], Lui Cui et al. [27]
are not computationally efficient and hence are not suitable for practical applications where the

computational power is limited such as WSNs, Mobile computing etc.
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In order to improve the computational efficiency, in this paper, we propose a new
certificateless based signcryption scheme without using bilinear pairings(PF-PVCLSC). This
scheme provides confidentiality, authenticity and public verifiability and also secure against
Type-l1 and Type-1l adversary with less computation cost. The proposed signcryption scheme
greatly improve the computation cost than the existing schemes.

The rest of this paper is organized as follows. Preliminaries, syntax and security model of our
proposed scheme is presented in section 2 and section 3 respectively. The proposed PF-PVCLSC
scheme is described in section 4. We discussed analysis and Conclusion in section 5 and 6

respectively.

2. PRELIMINARIES
In this section we present preliminaries related to proposed scheme such as elliptic curve
cryptography and computational problems.
2.1. Elliptic Curve Cryptography
Elliptic curve cryptography (ECC) plays a major role in the modern public key cryptography

with respect to computation, communication overheads and security strengths.

Let Eq(ab)be a set of elliptic curve points over the prime field r, , defined by the non-singular
elliptic curve equation: y2 modq— (X*+ax+bjmod pwitha,b < r,and (4a’+27b%)modq = 0. The
additive elliptic curve group G is defined as G={(x,y):x.,yeF,} and (xy)eE,(ab)U{O}, where
the point O is known as “point at infinity”. The order of the elliptic curve over g, is O(E(Fq))

satisfies the relation 1-2,/q so(E(Fq))sq+1.The scalar multiplication on the cyclic group c,

defined ask.P=P+P+P+—-———(k times) . Here P e G is the generator of order n.
2.2.Computational Problems

Definition 1: Computational Diffie-Hellman Problem (CDHP): For a given (P,aP,bP) the
CDHP is to compute abP where a, b € Zgand P be the generator of anadditive cyclic group G.
Definition 2: Elliptic Curve Discrete Logarithm Problem (ECDLP):For a given (P, aP), the

ECDLP is to computeaP, where a € Zgand P be the generator of the additivecyclic group G.
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3. SYNTAX AND SECURITY MODEL OF THE PROPOSED PF-PVCLSC SCHEME

In this section, we present the syntax and security model for our proposed scheme.
3.1.Syntax

The proposed PF-PVCLSC scheme consists of the following six polynomial time algorithms
i.e.Setup, Partial Key Generator, Set Private and Public Keys, Signcryption and Unsigncryption
and Public Verifiability. The algorithms are described as follows.

e Setup:Taking the security parameter k as input, this algorithm is executed by the KGC to
generate the system parameters params and master key.

e Partial Key Generator: This algorithm is performed by the KGC to create the partial
private key and partial public key of the user by taking user’s identity and master key as
inputs.

e Set Private and Public Keys: This algorithm is performed by the user. User creates his
own secret key by randomly choosing value and sets his full private key and public key.

e Signcryption: This algorithm is implemented by user to create signcryption text by taking
message, sender’s private key(r, dg), public key(Xs, R), receiver’s public keys (Xg, Rg)
and params as inputs.

e Unsigncryption: This algorithm is run by receiver to recover the message by takingparams,
receiver’s private key (rg,dgr) and public key(Xg, Rg), sender’s public key (Xg, Rg)as
inputs.

e Public Verifiability: This algorithm is run by any third party to verify the validity of
signcryption text by taking params, signcryption text, and public keys of sender and

receiver as inputs.

3.2.Security Model

In this section, we present the security model of the proposed PF-PVCLSC scheme, namely
the confidentiality and unforgeability against the following two types of adversaries [2]. The
capabilities of adversaries are mentioned as follows:
Type-1 Adversary (A;):The adversary A; is not accessible the master key, but he can replace
the public keys at his will. The adversary is also called malicious user.
Type-11 Adversary (A,):The adversary A, is accessible to the master key, but he can’t replace

user’s public keys. It represents a malicious KGC who generates partial private keys.
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The formal security model of CLSC scheme is defined by Barbosa et al.[5]. The adversary
A(A € {44, A,}) could make the following queries.

Game-1: This is a game between the challenger C and the adversary A;.
Setup: Given a security parameter k, the challenger C runs this algorithm and outputs system

parameters params and master key s, and C gives the params to A; while keeping s secret.

Query phase: In this face, adversary A;make the following bounded number of queries.

Partial private key query: A, gives an ID. C computes partial private key and gives it toA;.

Private Keyquery: A, supplies an identity ID. Then C computes corresponding full private key

(r;,d;)and send it back toA;. But A, isnot allowed to query this oracle if the ID's public key has

been replaced because C does not know the secret value x and can’t provide a full private key for

the user.

Request public key query: A; supplies an identity ID. C computes corresponding public

key (R, X) and send it back to A;.

Replace public key query: A; supplies an identity /D and a new public key (R’, X"),C replaces

the public key (R,X) with new public key (R, X"), and A; does not need to supply the

corresponding secret value (', x")

Signcryption query: A; supplies two identities(1Ds, IDg) and a message m. C computes

signcryptiono and send it back to A;.

Unsigncryptionquery: A; supplies two identities(IDg, IDg) and a signcryption o.C computes

unsigncryption, and returns m or invalid toA;.IfIDg’s public key has been replaced, we
requireA;to supplylDg’s secret valuexy to find unsigncryption text o.

Challenge phase: A; makes two messages with equal length {m,,m;} and two challenge

identities {IDg-, IDg-}. C randomly selects b € {0,1}, compute ¢* and returns ¢* to A;.

Guess Stage: A;make a polynomial bounded number of queries in find stage. At last, A;outputs

his guessb’. Ifb’ = b then A; wins the game. The restriction of A, are as follows:
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e A,can’t extract the private key for any identity if his public key has been replaced.

e Ajcan’t extract the private key for /Dy~ at any point.

e Ajcan’t extract the partial private key of IDg- if his public key has been replaced before
the challenge stage.

e In the guess stage, A;can’t make unsigncryption query on the challenge signcryption
text o* under IDg- and IDs+ unless the public key ofIDg- or IDg+ has been replaced after
the challenge stage.

A;’s advantage is defined as ADV[{f’D_CLSC_CCA1 =2Pr[b’ =b] - 1.

Game-I1: This is a game between the challenger C and the adversary A4,.

Setup: Given a security parameter k, the Adversary A,runs the setup algorithm to produce the

system parameters paramsand master key s, and he gives the Params and master key s to

challengercC.

Find Stage: A, can make a polynomial bounded number of queries like in definition 3 except the
partial private key extraction oracle and public key replacement oracle, because these two oracles
are not needed to A,.

Challenge Stage: A, makes two messages with equal length {m,,m;} and two challenge

identities {IDg-, IDg-}. C randomly selects b € {0,1}, compute ¢* and returns ¢* to A,.

Guess Stage: A,make a polynomial bounded number of queries like in find stage with the
following conditions:

e A, can’t extract the private key for ID g+ at any point.

e In the guess stage, A, can’t make unsigncryption query on the challenge signcryption

text o* under ID g+ and IDg-.
At last, A,outputs his guessb’. Ifb’ = b then A, wins the game. The advantage of A,in

winning the game is defined as ADV,{NP~¢15¢=C¢42 = 2 pr[p’ = b] — 1.
Definition3 (Confidentiality): A certificateless signcryption scheme provides indistinguishability
against adaptive chosen ciphertext attack (IND-CCA2) if polynomially bounded
adversariesA;andA,have negligible advantage in winning the above Game-l and Game-II

respectively.
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Game-I111: This is a game between the challenger C and the adversary A;.
Setup: Given a security parameter k, the challenger C runs the setup algorithm and outputs the

system parameters params and master key s. C gives the params to A; while keeping s secret.

Queries: A; can make a polynomial bounded number of queries like in definition 3.
Forgery: Eventually,A; outputs the signcryption text ¢* on message m* with IDg- as the sender
and IDy- as the receiver. A;wins the game if unsigncryption ¢* is not valid.The restrictions of A,
are as follows:

e Ajcan’t extract the private key for any identity if his public key has been replaced.

e Ajcan’t extract the private key for ID¢+ at any point.

e Ajcan’t extract the partial private key of IDg- if his public key has been replaced

before the challenge stage.
e ¢’is not the output of a signcryption query on a message m* with ID¢-as the sender

and IDg- as the receiver.

Game-1V: This is a game between the challenger C and the adversary A,.
Setup: Given a security parameter k, the Adversary C runs the setup algorithm to output the

system parameters as params and master key s, C gives the params and master key s to A,.

Queries: A, can make a polynomial bounded number of queries like in definition 4.
Forgery: Eventually, A, outputs the signcryption text ¢* on message m* with IDg- as the sender
and IDg- as the receiver. A,wins the game if unsigncryption o™ is not valid under the restriction
of A, are as follows:

e A,can’t extract the private key for IDg- at any point.

e ¢’is not the output of a signcryption query on a message m* with IDg-as the sender

and IDg- as the receiver.

Definition3 (Unforgeability): A CL signcryption scheme is secure against an existential forgery
for adaptive message attacks (EUF-ACMA) if a polynomially bounded adversaries

A;and A, with negligible advantage in winning the above Game-I1Il and Game-1V respectively.
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4. PROPOSED SCHEME (PF-PVCLSC)

As discussed in section 3, the proposed PF-PVCLSC scheme consists of the following six
algorithms. The detailed functionalities of these algorithms are given below.
Setup

Given a security parameter k, KGC selects an additive cyclic group G of large prime order g, a
generator P and three hash functions H;:{0,1}" X G — Z;, H,:{0,1}" - Z3, H3: G — {0,1}",
where n is the number of bits of the message. Then KGC selects the system’s master key s € Zg
and computes P,,, =sP as system public key. Publish the system parameters
(G, P, Pyyp,Hq, Hy, Hy) and keeps the master key s secretly.
Partial Key Generation

KGC runs this algorithm with the user’s identity ID;for generation partial private key
generation.

1. Choose x € Z; and compute X; = x;P and gives as user’s Partial public key.
2. Compute d; = x; + sHy;(X;, 1D, P,yp) and gives as user’s Partial private key.

Set Private Key and Public key
The user randomly selects r; € Z; and computeR; = r;P. User sets his full public key as (X;, R;)
and set his full private key as (r;, d;).
Signcryption

The sender runs this algorithm with the input parameters as sender’s public key(X;, Ry),
sender’s private key (75, ds) and receiver’s public key(Xg, Rg). The sender does the following
for signcryption.

1. Choose a € Zzand compute U = aP.

ComputeV = a(Xg + Rg + HigPpup), and C = m@®hs(V).

2
3. Compute h, = H,(IDg [l IDg I C Il U Il R Il Rg Il X Il Xg).
4

Compute t = .
rshz +d$

The signcryption text on the message m ise = (U, C, t).
Unsigncryption

The receiver runs this algorithm with the input parameters as sender’s public key(Xs, R;),
receiver’s private key (xg,dg) and receiver’s public key(Xgz, Rg). The receiver does the

following.
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Computeh, = H,(IDg I IDg | C I U Il Rg Il Rg Il X Il Xg).
Computet(hyRs + X5 + HysPpyp) = U'.
Compute hl, = H,(IDg Il IDg | C 1 U' | R Il Rg Il X5 Il Xg).
If h, = hj, then accepts the message and retrieves the message m asm = C®h;(V'),
where V' = (rg + dg)U.
Public Verifiability
In case of necessary, any third party can verify the signcryption text without having any

w0 poE

information about original message and receiver’s private key. In our PF-PVCLSC, any third
party can verify that h}, = h,,whereh), = H,(IDs | IDg | C Il U" | R Il R Il X, Il Xg)andh, =
Hy(IDg 1 IDR I C N U Il Rg Il Rg Il X5 Il Xg).

5. ANALYSIS OF THE PROPOSED PF-PVCLSC SCHEME

In this section, we present proof of correctness of the proposed scheme and theoretically
prove that our scheme is secure based on CDHP and ECDLP in security analysis. Finally, we
compare our scheme with existing schemes in performance analysis.
5.1. Proof of correction

Here we verify some mathematical correctness of the elements, which is used in our scheme.

V’ = (TR + dR)U = (TR + XR + SHlR(XR' IDR'Ppub)) aP
= (1P + XgP + SPHy(Xg, IDg, Pyun) ) @
= (R + Xg + PyupHar (X, IDg, Pyup) ) = V.

U, = t(hZRS + XS + Hlstub) = (hzrs + Xg + SHlS)P

a
rshy + dg

a
= m(hzxs +ds)P =aP =U.

h, = hyifand only if U’ = U.

5.2. Security Analysis
In this section, we present the security analysis of the proposed scheme in the random oracle

model based on CDHP and ECDLP are hard.
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Theorem 1 (Confidentiality against adversaryA;): In the random oracle model, the proposed
PF-PVCLSC scheme is secure against the adversary A;with the assumption that the CDHP is
hard.

Proof: let us consider an adversary A; who wants to break our PF-PVCLSC scheme. Here we

construct an algorithm C that A; uses to solve CDH problem. The algorithm C wants to compute

abP as the solution of CDH problem from the instance(P, aP, bP). To track the oracle models

H,, H,, Hs, partial key generation, private key generation, public key generation, signcryption

and unsigncryption, C maintains hash listsLy, Ly, L3, Lg, Lyk, Lyyp, Lsc, Lysc - respectively.

Additionally, C maintains one more hash listL,. to store the parameters of challenging users. At
the beginning stage, each list is empty.

Setup: Using the input parameters k, C complete the setup algorithm and publish the parameters
as (G,q, P, Ppyp, Hy, H,, H3) t0A;. After this,C performs all the algorithms which are mentioned

in the original scheme and furnish responses to the adversary A;'s queries.

The adversary A, do the following queries.

Hy — query: When C obtain the query H (X, ID, P,y )from A;, if(X,ID, P,yp, hy ) exists in the
listLq, C returns, hy to A;. Otherwise picks a random h; € Z; and then send toA;. Also store this

new h; to the list L,.
H, — query:WhenA; makes a query onH,(IDs, ID;C,U, R, Rg, Xg, Xs), If L, list contains
Hy(C,U,Rs, Rg, Xg, X5, hy), Creturns hyto A;. Otherwise Crandomlyselects h,eZ; and then

send to A;. Also store this new h, to the list L.

H; — query: When A; makes a query onH;(Vy), If Ly list contains H3(Vy), C returns hs
to A;. Otherwise C picks a random h; € Z; and send to A;. Also store this new h; to the list Ls.
Partial Private Key query:When C receives a query on (x, d, ID), first check that whether the

tuple (x,d, ID) already exists in the listL,. If it exist, C replies with (x,d, ID) to A,. Otherwise,
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C randomly choose x,d € Z; and compute partial private key as d = x + sH; (X, ID, P,,;) and

send toA;. Also add this new tuple to the list L.

Private Keyquery: When C obtain a request for (r;p,ID), C give the response for the

query(r;p, ID)as (r, d, ID)if the tuple exists in the list L, to A;. Otherwise C randomly choose

T € Zg and getting d from partial private key query, then submit (r,d,ID) to A; and insert the

new values (7, d, ID) to the list L.
Public key query(Lyyp): A; send a request for (ID, R, X). C gives the reply as follows.
e If (ID,R,X) already exists in the list L,,,,, C gives (R, X) to A;.
e Otherwise C checks the previous list Ly, and Lg. If there exists a tuple in the list

regarding to the identity /D,C can get (r, x)from the previous list L, and Lgand then find
R = rP and give the response as (ID, R, X) to A; and include these new values in the list
Lpyp-
If there is no response related to ID in the list L, andL,. If ID = ID",C choose r,x € Z,
find R = rP,X = xP, and include the tuple (R, X, ID) in the list L,,,;, and send (R, X, ID) t0A;.
Also store this values in the list L. as (R, X,ID,ID").

If ID + ID*, obtain (R, X) through the private key query and then send to A;.
Replace Public Key query: When A; furnish the identity ID and a new public key

(R',X"), C replace the old values (R, X) with the new values (R’, X").
Signcryption query (Lg.): A; communicate C withID, IDgrand a messagem for signcryption.
First C checks whether (IDy, R) exists in the list L, and give the response as follows.

e If ID # ID", then C obtain (IDs, dg, Xs), (IDg, Rg, Xg) from the list Lpy, Lp,, and runs

this algorithm for the signcryption and send ¢ = (U, C, t).

e |IfID = ID*, Then C terminates this algorithm.
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Unsigncryptionquery (Lg.): When C obtain an unsigncryption query (IDg,IDg, o) from A4, C

checks (IDg, Rg) in the list L, and respond as follows.

e If ID+#ID* then C get the tuples(IDg, R, Xs),(IDg,dg,1z) related to IDq,

1Dy, respectively from the list Lp,,;,, Lp,runs the algorithm and send the message to A4;.

e If ID = ID*, C investigate for the tuple (IDg, Xs, Rs, IDg, Xg, Rg,*, C) In the signcryption
list. If he finds a tuple (IDg, X, RgIDg, Xg, Rg,*, C) then C returns m as the response.

Otherwise, C returns reject as the response.

Finally, A; obtains a signcryption text o = (U, C, t) from sender and receiver whose identities

are ID;&IDy respectively. If ID #+ ID* then C returns “abort” and stop the session. If ID =
ID*, C obtains (V, h3) from the list L; and then compute m = C @ hs(V). At lastC completes
unsigncryption. C selects hy from (IDs, X, Pyyp, h1, C) from the list L;, selects Ry, X from
(IDg, R, X;) which is in the listL,, pick h, from (R, X, Rg, Xg, C, U, hy) the list L,, then C

verifies whether the equation t(thS + X, + hleub) = U is valid or not. If the equation holds,

then C outputs m, otherwise C returns reject as the response.

Challenge stage: A; can adaptively make two different messages m,, m,with the same length

and two challenge identities/ D;&IDy. C first check (IDg, Xg) in the list L;.
If ID +# ID* then C stops the algorithm.
Otherwise, C makes a public query to ensure that (X, Rg) already exist in the list Lg,.. Then

the algorithm C selects t*,C* € Zzat random and sets U* = sP.C sends the challenge
signcryption text * = (U*,C*, t*) to A;.

Guess stage: A; can make a polynomial bounded number of queries in the find stage. Finally,
C outputs the guess C*. If C = C*, A; makes a query in hswith V' = a(XR + Ry + hlppub). In this
case the applicant answer of the CDH problem is stored in the list L. C ignores the guessed value

of A,, selects V' randomly from L; and outputs [V’ — (xg + rg)U*]/h; = asP as the answer to
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CDH Problem, where xg, 1z, U*, V' are known to the algorithm C. Thus, C solves the CDHP

as[V' — (xg + rg)U*]/hy = asP for the CDHP problem.
Theorem 2 (Confidentialityagainst adversaryA,): The proposed scheme iSIND-PF-PVCLSC-
CCAZ2 secure against the adversary A, in the random oracle model with the assumption that the
CDHP is hard.
Proof: The proof of this theorem is same as the previous theorem 1 except the following steps.

1. In this game adversaryA, have a knowledge on master key s.

2. In the public key query L,,;,, we set R = sP rather than R = rP, and insert (ID,—, x) into

L, other than (ID, r, x).

3. Inthe guess stage, C findsV' — (xz + hys)U = asP as the answer to the CDH problem.

Theorem 3 (Unforgeabilityagainst adversariesA;&A4,):The proposed PF-PVCLSC scheme is
secure and unforgeable against the adversaries A; ;—;2)in the random oracle model with the
assumption that the ECDLP is hard.

Proof: Suppose that there is an adversary A; ;1,2 Who can break our PF-PVCLSC scheme. We

want to build an algorithm C which uses A; ;1) to solve ECDL problem. The algorithm

receives an instance adversary (P,yP) of the DL problem and his goal is to compute y.

Setup: The algorithm C sets Py, = yPand P,,, = sP for an adversaries A; and A,

respectively. The remaining procedure is same as theorem 1 and 2 for the adversaries A;and A,
respectively.

Queries:A;and A, are two adversaries can adaptively make a polynomial bounded number of
queries like theorem 1 and 2 respectively.

Forgery: An adversary A; -,y Out puts signcryption text ¢* = (t*,c*,U*) on m" after
receiving a polynomial bounded number of queries with the sender’s identity /D, and the
receiver’sidentity/Dy.

The algorithm C first checks the list L;. If ID # ID*, then C aborts. Otherwise C can get the

private key ofIDy, find Vi = (xg + dg)U™ and get h; from H; queries withVy. C retrieves m*

and verifies o*.
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If A;=12 has successfully forged a signature of a user, C can get two legal

signcryptions(m*, IDg, IDg, U*, h,, t;) and (m*,IDg, IDg, U*, h3, t,) Whereh, # h;. Thus we can
getU* = aP = ty(rxh, + dg) = t,(rxh) + dy).

A, chooses t;(r;h, + dg) = t,(rsh), + dg) = t;(rxh, + x5 + yhy) = t,(rsh) + x5 + yhy) and
he computes y, science only y is unknown in the above equation.

A, chooses t;(rzh, + dg) = t,(rxhy + dg) = t;(rxhy + xg + shy) = t,(rxh;y + x5 + shy) and
he computes s, science only s is unknown in the above equation. We set R = rP = yP in the
public key query, so y can be computed, which is the solution of the ECDLP instance. Hence
ECDLP can be solved.

5.3. Performance Analysis of the Scheme

In this section, we presents the performance of our PF-PVCLSC scheme with respect to
computational and communication point of view. For the evaluation of computation and
communication costs, we consider the experimental results from the works [29, 30, 31] where
various cryptographic operations are evaluated using MIRACL software on Pentium IV and are
listed in Table-1. The operations and their conversions presented in Table-1 are achieved by
considering the points on elliptic curve group G over the Koblitz curveE/Fp : y? = x3 + ax +
b modp on a finite field Z;, where the length of the elements of the elliptic curve group G is
about 320 bits; a, b in Zg, and the size of g is about 160 bits. Table-2 presents the comparison of

our scheme with existing public verifiable signcryption schemes [3, 27] in terms of computation

cost.
Table 1: Notations and their Conversions
Notations Descriptions

TuL Time needed to execute modular multiplication operation

Ty Time needed to execute elliptic curve scalar multiplication: Ty, = 29T,
Tye Time needed to execute modular exponentiation: Ty = 2407y,

Trg Time needed to execute pairing based exponentiation: Tpy =~ 43.5T,,

Tpy Time needed to execute addition of 2 elliptic curve points: T, = 0.12T),,
Tyrp Time needed to execute a map to point(hash function): Tyrp = Ty = 29Ty,




39
AN EFFICIENT PAIRING-FREE CERTIFICATELESS SIGNCRYPTION SCHEME

Computation Cost:In the following, we present the computational complexity of our scheme
and other existing secure CLAS schemes namely, Li Cui et al. [27] and F. Li et al. [3] schemes.
To evaluate the computational complexity, we consider the signcryption cost, Unsigncryption
cost and total cost. Since the Li Cui et al. scheme [27] requires 4Ty + 2Tp, +
3Tyrpoperationsfor signcryption and 5Ty, + 3Tp4 + 3Ty rpOperations for unsigncryption. Hence
the total computational cost for Li Cui et al. scheme [27] iS9Ty; + 5Tp4 + 6Tyrp = 435.6Ty;.
Similarly, the total computation cost for F. Li et al.scheme [3] is 6Tpg + Tyy = 290Tyy;.

From the above Table 2, we can observe that the proposed PF-PVCLSC scheme improves the
computational efficiency 53.287% than that Li Cui [27] scheme and 29.834% than the F. Li et al.
[3] scheme. The comparison of computation cost and communication cost of our PF-PVCLSC
scheme and Li Cui et al. [27] and F. Li et al. [3] schemes is presented graphically in Fig. 1 and
Fig. 2 respectively. From Table 2, Fig. 1 and Fig. 2, we conclude that the proposed scheme is
computationally efficient than Li Cui et al. [27] and F. Li et al. [3] schemes.

Table 2. Comparison of Computation Cost

Computation Cost . Improvement
. . . . Total time
Signcryption Unsigncryption (in %)

Scheme

ours 3Ty + 2Tp, ATy + 2Tp, 7Ty + 4Tp, = 203.48T,,,

Communication Cost: In the following, we present the communication cost of our scheme and
other existing secure CLSC schemes namely, Li Cui et al. [27] and F. Li et al. [3] schemes. To
evaluate the communication cost, we consider the length of the ciphertext.From the experimental
results [29, 30, 31], we consider the results to evaluate the communication cost of the schemes in
Table 3. Since the ciphertext of the proposed scheme ¢ = (U, C,t)has three elements in G.
Suppose if the size the of the cipher text C is 100 bits then the communication cost of our
Z4|= 360+100+160=580 bits. Similarly, the communication cost of theL.i

Zg|= 580 bits and the F. Li et al. [3] et al. scheme is

scheme is |G| + |m| +

Cui et al. [27]scheme is |G| + |m| +
|G, + Im| +|Zg
communication cost with Li Cui et al. [27]scheme and more efficient than Li Cui et al. [27]
scheme.

=1284 bits. From Table 3, we can observe that our scheme has equal
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Table 3. Comparison of Communication Cost

Cipher text size
Scheme L
/Communication cost
Li Cuietal. [27] |G| + |m| + |Z;|= 580 bits
F.Lietal. [3] |G1| + |m| + |Z;|=1284 bits
Ours |G| + |m| + |Z;|= 580 bits

The comparison of our PF-PVCLSC scheme with other CLSC schemes in terms of frame work,
security such as unforgeability, confidentiality and public verifiability properties are shown in
Table 4.

Figure 1. Performance Evaluation for Computational Cost
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Figure 2. Performance Evaluation for Communication Cost
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Table 4. Comparison with Supported Features

Scheme Framework Unforgeability |Confidentiality Public
Verifiability
Ca Certificateless 4 v 4
Li Cui etal.[27] and Pairing-Free
: Certificateless 4 v 4
FLietal. [3] and Pairing based
OursPF- Certificateless 4 v 4
CLPVSC and Pairing-Free

6. CONCLUSION
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In this paper, we proposed a new signcryption scheme in Certificateless based cryptography.

This scheme does not use the expensive bilinear pairings. This scheme supports the property of

public verifiability and is secure against various types of adversaries in the random oracle model

with the assumption that the Computational Diffie-Hellman Problem (CDHP) and the Elliptic
Curve Discrete Logarithmic Problems (ECDLP) are hard. Due to pairing-free environment the
proposed scheme is computationally more efficient than the existing public verifiable
signcryption schemes. The efficiency analysis shows that the proposed scheme improves the
computational efficiency from 29.834% 1053.287% than the existing schemes. Also, the
proposed scheme has better communication efficiency than the existing schemes. Hence, the
proposed PF-PVSC scheme is a good candidate for deployment on resource constrained devices

where the devices have limited computing power, storage space and communication bandwidth

such as WSNs, VANETS, 10T, sensor devices etc.
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